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Abstract
Driven by falling prices, continuous miniaturization and increasing functionality, low power wireless networks tap into new ap-
plication areas. But an eﬃcient utilization of embedded systems is hindered by lacks in interoperability and ﬂexibility, because
they are proprietary. In this paper, an approach for an abstraction layer in the area of embedded systems with respect to low power
wireless networks is presented. This layer is used to harmonize interfaces between network-node and application functionality like
sensors. The overall goal is to design a dedicated modular low power wireless network with a ﬂexible structure and topology.
c© 2015 The Authors. Published by Elsevier B.V.
Peer-review under responsibility of the Conference Program Chairs.
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1. Introduction
Most of the available low power wireless networks are following a dedicated purpose, but do not have uniﬁed
hardware or software interfaces. Therefore, they lack in the ﬂexible adaptation to new application areas, because they
have company-speciﬁc characteristics. To adapt sensor networks in diﬀerent areas, experts are needed and sometimes
reverse engineering on the level of the OSI model is necessary.1 This hinders the eﬃcient, ﬂexible dissemination and
adaptation of such networks. To overcome this problem, an uniﬁcation of the used interfaces is needed.
Driven by falling prices and continuous miniaturization, topics like real time data, machine-to-machine or cyber-
physical systems are discussed in a bunch of areas like logistics or agriculture. The linkage of smallest sensors is
getting more important to measure the environment and analyze this data in order to combine data from the real with
the virtual world. By doing so, it is possible to enrich data with a multitude of context information to provide a better
database for decision-making processes.
The used ﬂexible, modular, low power wireless networks are characterized by a ﬂexible structure and topology, a
modular separation of network and application functionality (e.g. sensors) and uniﬁed interfaces. They are related to
embedded systems and the most commonly used interfaces are SPI, I2C, RS485, UART or CAN-Bus.
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2. Technical Foundation
2.1. Overview
In the area of low power wireless networks, there is a very diverse landscape regarding to the interfaces (e.g.
SPI) and to structured uniﬁed communication and control, deﬁned by the sensor vendor. This can be solved by
using an abstraction layer in order to unify the communication. It is necessary to expand a sensor with a low power
microcontroller (MCU) so that the controller can implement the homogenized (dedicated) interface. In contrast to
proprietary low power networks, which have a pre-deﬁned functionality, the presented approach should be ﬂexible
enough to be easily and fast adopted to new application areas. A good example to outline these challenges is Ethernet,
which abstracts from the underlying layers of the OSI-model. Therefore, the technical details are hidden for the
accessing services and applications.
To realize the integration of these local networks to higher systems (e.g. information systems), technologies like
GSM or WLAN are used. A gateway describes the interface between WAN (e.g. internet) and the local networks
and provides an uniﬁed interface. Bi-directional data streams between network nodes are important for the self-
organization of the network (e.g. mesh network). In addition, the architecture should have functionally equivalent
network nodes.
But this ﬂexibility leads to an increasing routing eﬀort in mesh networks and is aﬀected by the number of network
nodes. Thereby, the needed time to detect a topology is very important for the communication, whereby a node should
support poll (to gain access) and push communication (to send data).
2.2. Approach and Topologies
For the use of wireless networks in application areas characterized by monitoring large-areas, diﬀerent structures
and topologies can be applied. Fig. 1 outlines the possible ﬂexible network structures and topologies.
The ﬁrst topology is called star-topology3. This topology can be easily extended and has only minimal requirements
regarding to the complexity of the used network, but a direct connection is needed for each sensor to the gateway.
The second is a point-to-point topology (from each network node to the event cloud).3 Like the last topology, this
one is easily extensible and interference-proof. The big disadvantage is, that this topology is very cost-intensive,
because every network node needs a module (like GSM) to communicate with the event cloud.
In the third part, a multi-sensor board (e.g. Embedded System) with an integrated gateway node is used to commu-
nicate with the event cloud.
The last topology is a mesh-network. Here, the nodes can interchange data with each other and it is possible to
organize the whole network at run-time. This dynamical organization can be realized by the underlying wireless
technology or software layer. The big beneﬁt is, that each node does not have to communicate directly with the
gateway. From this it follows that the energy consumption is lower, because the distance between sender and receiver
is minimized.
Fig. 1. Topology overview
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2.3. Wireless Technologies
The design and implementation of a ﬂexible low power wireless network should base on standards. To achieve such
networks, the complex wireless technology and communication protocols are transferred to the node by outsourcing
their complete stack on it. A short numeration shows possible wireless technology standards.
GSM/UMTS: These standards represent an opportunity to connect local sensor networks with WANs. They also
allow direct communication with higher systems and are, therefore, used in the ﬁeld of gateway nodes.12
Bluetooth: BT is an established wireless technology and has been extended by low energy functionalities, which
meet the requirement of minimal power consumption. BT supports ad-hoc networks with few nodes and diﬀerent
topologies - piconets and scatternets. Piconets have the characteristics of the star-topology with one master and up to
seven slaves. Piconets can form scatternets, by integrating at least one member of the piconet into another piconet.4,5
IEEE802.15.4: It is a standard for low rate wireless personal area networks and describes the physical- and data-
link layer, more precisely the MAC sub-layer of the OSI model and supports the star or peer-to-peer topology. Mesh
networks must be built on higher layers. It is the foundation for ZigBee, WirelessHART und 6LoWPAN.6
ZigBee: Is a communication standard and has been developed from the viewpoint of low power consumption,
resource requirements and hardware costs. The standard deﬁnes a protocol stack, which is build on the IEEE 802.15.4
technology. ZigBee allows to build mesh-networks based on IEEE 802.15.47 and distinguish between FFDs (Full
Function Devices) and RFDs (Reduced Function Devices).8
Z-Wave: Z-Wave is a standard for wireless technologies mainly used in home automation. It allows to build up
mesh-networks and represents a competing technology to ZigBee.9,10
WLAN: WLAN is the term for technologies of the IEEE 802.11 family. It describes wireless LANs and is based
on the 802.X standards of wired LAN technologies. There was a continuous development, so that the data rate rises
from 1 to 600 MBit per second. The typical frequency bands are 2,4 GHz and 5 GHz.2
DASH7: Describes a technology (ISO 18000-7 standard for active RFID systems) and operates on 433MHz. It was
developed in 2009 with the aim of low power consumption. DASH7 is, in terms of market maturity and availability
of radio modules, still a very new technology.11
ANT/ANT+: Is a proprietary wireless technology, which can organize the network nodes in point-to-point, star,
ring or mesh network topology. ANT has been developed especially for the ﬁeld of low power wireless networks.
ANT+ focuses on interoperability with more wireless technology and thus devices (e.g. smartphones).12
WirelessHART: WirelessHART uses the IEEE 802.15.4 standard and supports star- or mesh-topologies. This
technology is an industry standard for wireless networks mainly in the ﬁeld of process automation. The network is
self-organized, can ﬁx errors itself and can vary the transmission power.13,14,15
6LoWPAN: It is a combination of the IPv6 stack, 6LoWPAN adaptation layer and IEEE 802.15.4 technology.
6LoWPAN supports the mesh-topology. The combination of low power wireless technology and IP stack provides
advantages with respect to the organization of the network by the use of the IPv6 protocol.16
3. Proposed Solution Approach
According to section 2 the main goal of the work is to develop a logical abstraction layer with a uniform commu-
nication e.g. SPI or I2C. Above all, it should describe a simple modular structure for ﬂexible dedicated low power
wireless networks. Fig. 2 (a) illustrates the state of the art. It depicts two sensor modules which are connected over
I2C and SPI to the MCU. The MCU communicates via an UART interface with the wireless module (WM). Fig. 2 (b)
presents the target state with the abstraction layer. This layer is used to homogenize the communication.
Fig. 2. (a) Actual state; (b) Target state (WM Wireless module, S1-S2 Sensor, MCU - Microcontroller)
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Fig. 3 (a) illustrates the implementation of the abstraction layer as a protocol stack, which rests upon hardware
interfaces (e.g. SPI, UART, I2C). This layer also facilitates the creation of mesh networks. In our investigation we will
evaluate the stack regarding to the energy optimization and memory requirements. Thus, the aim is to minimize the
overhead in all protocol layers. Also the hardware interface (e.g. RS485) should be considered in order to achieve the
aim. The abstraction layer includes the data transfer and the generation of the self-organizing mesh networks without
any special knowledge of the underlying technology.
Fig. 3. (a) Abstraction layer; (b) Illustration of the data packet
Fig. 3 (b) describes a ﬁrst sketch of the data packet which is a part of the abstraction layer. It presents a com-
promise between functionality and energy consumption. The data packet acts as a transport container between the
various modules (wireless, sensor, actuator module) within a network node and can be used as a support mechanism
for wireless technologies with minor functionalities (simplest, proprietary RF modules regarding their network capa-
bilities). It can be used to manage the wireless technology, like establishing the connection or routing of networks and
is merely a possibility or recommendations for the standardization of data traﬃc.
In the following a description of some ﬁelds of the data packet is given, whereby the components are explained in
Table 1. The magic number is a marker which embodies the beginning of a data packet. It is a signiﬁcant identiﬁcation
method for ﬁnding the octet through magic numbers in conjunction with embedded systems. Thus, data can be written
directly by memory access (DMA (direct memory access) or ring buﬀer) in a contiguous memory area. Furthermore,
the number enables a fast detection of the data packet within a vast amount of data in the processing step.
Table 1. Overview packet ﬁelds
Description Comments Value Bits Octets
Magic Number marker packet start 0x55 0x55 0x55 0x55 32 4
Source Address source address 0xXX 0xXX 0xXX 12 -
Destination Address destination address 0xXX 0xXX 0xXX 12 -
Type packet type 0x01, . . . , 0x04 8 1
Control control ﬁeld - 16 2

Sequence sequence ﬁeld - 8 1

Routing routing ﬁeld - 4 -

Priority priority ﬁeld - 2 -

Reserved reserved ﬁeld - 2 -
Length Payload length payload in octets 0, . . . , 65535 16 2
Payload commands, events, data - 0, . . . , 8n 0, . . . , n
Checksum CRC32, Source Address↔ Payload - 32 4
The source and destination address mark the addresses of the endpoints of a connection, like the MCU and a sensor
(see Fig. 2 (b)). These ﬁelds also describe the addresses of a wireless network. In this case, the data packet is used to
manage and control the network. The type ﬁeld identiﬁes the kind of the packet to correctly interpret the functionality
of the packet and, thus, the payload. A payload can transfer user data, commands and events. Commands and events
are used to conﬁgure and control the low power wireless network. The control ﬁeld can be used to control the network
and provides ﬁeld for sequencing, routing and privatization. The reserved ﬁeld is blocked for future use and may not
initially be used in implementations. The payload area has no ﬁxed size and theoretically contains as much data as
permitted by the length ﬁeld. This ﬁeld indicates the number of octets of the payload range. Therefore, this ﬁeld does
not have to contain any data by using commands or events (value is 0). The meaning of the data packet is determined
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by the type ﬁeld. The checksum block includes a CRC32 (cyclic redundancy check) checksum to detect errors which
may occurred during the storage or transmission between MCU and sensor via a direct UART connection.
4. Summary and Outlook
Microcontrollers are used for the control, coordination, and processing in low power wireless networks, especially
in network nodes. The abstraction layer enables a transparent, ﬂexible and uniﬁed sensor communication in such a
network. This logical separation of the network nodes and its functionality provides more ﬂexibility and transparency
for end users. This layer was designed with the focus on energy eﬃciency and routing as well as conﬁguration
capabilities. We propose the combination of the IEEE 802.15.4 with the 6LoWPAN standard for creation of mesh
networks. The last one enables the IPv6 usage for every single network node. To tap into new markets, it is important
that the usage of such low power wireless networks is divided from the functionality. The presented abstraction layer
is an important part to achieve a homogenize communication by hiding technical details and supporting such networks
with the needed ﬂexibility and adaptability.
Subject of further research is to implement such an abstraction layer in a larger network. This prototype will be
used to improve the overall approach (e.g. minimize the discovery of networks) and to do a iterative bug ﬁxing. After
that, the system will be applied to monitor large-scale areas in the area of agriculture.
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